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President's Message
Jeff O’Malley
We celebrate…sometimes too much sometimes not
enough. We celebrate events, accomplishments, remembrances, causes, beliefs, and other stuff. Stuff
that has meaning to us, or perhaps simply just offers
us an excuse, without really knowing why, to let go
and enjoy (St. Patrick’s Day comes to mind). Celebrating is important. When we celebrate, we usually
gather with family and friends to share in those moments. It is in those moments that we build memories and later reflect on when we once again gather for one reason or another to
celebrate again. Relationships begin and grow. We hold those memories and relationships near and dear to our hearts. The accumula-
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Well, another membership year is
drawing to a close. It has been a
great year for our Arizona chapter,
capped off with this year’s Spring

Spring Conference 2015
Ryan Reiff, CHFP
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There were clues to be found everywhere in Scottsdale at the
spring conference from April 21st-24th. The theme of the conference was Solutions to the Mystery of Healthcare Finance and the
presenters provided attendees with plenty of information to help
solve the case. Things kicked off early this year with a separate
accounting and auditing update on Tuesday. Attendees heard from
representatives of CPA firms on 501r, revenue recognition, cost re
(Continued on page 3)
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tion of which can have a powerful influence over our attitudes and our outlook and can even help us become better people.
We have entered the final quarter of our HFMA year and with that I will soon step aside and pass the
reigns to another. Good news is we have much to celebrate.
Your Board of Directors started out the year with numerous ambitious goals, including hitting historically
high levels of Member Satisfaction, creating additional networking opportunities, expanding interactive
educational opportunities at conferences, improving layout and design to the Cactus Clarion, growing our
membership, bringing back the HERe and Uninsured/Underinsured conferences, the introduction of the
single day Audit and Accounting Update conference, and many others. Such an agenda, and everyone
performed admirably.
Speaking of the Board, I would like to take this opportunity to welcome two new Board members: Matt
Cox, Dignity Health Chief Financial Officer Arizona Service Area and Leslie Flake, Banner Gateway & Banner MD Anderson Chief Financial Officer/Compliance Officer. The various committees are forming and
setting their goals for the upcoming year and believe it or not, planning has begun on the Fall Conference
(I wonder if we can get Famous Amos back?). I invite you, who are reading this to consider volunteering
for one of the many chapter committees or even consider a future leadership role on the Board (visit:
http://azhfma.org/about_committees.cfm for more information). Only then will you understand how profoundly rewarding of an experience this has been for me.
As I wrap up my term, and hand the reigns over to Mike Kennedy at the end of May, I leave my role
having an even deeper appreciation for the wonderful members of the Arizona HFMA chapter as well as
the strength and vision of the National HFMA leadership team.
So let’s pause, and let’s celebrate the events, the accomplishments, the friendships, and the “stuff” from
this past year. The memories and relationships I have gained during my tenure on the Board have definitely been formative and I leave a better person than I started. I celebrate our conferences, our committee work, our happy hours (I mean “networking events”), our accomplishments, our strategic growth,
and our innovation. I am proud of the Arizona solutions designed to improve chapter management that
will serve as best practices nationally. The common denominator to our success has been and will be the
Arizona chapter members and voluntary leaders. I look forward to seeing you all soon and thank you for
the opportunity to serve.
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port and accounting pronouncement updates. In the afternoon, the group brushed up on their ethics
standards with some help of a presenter provided by the Arizona Society of CPA’s.
Tim Blanchard must have been taking some pointers this fall from Joe Theismann as Tim won two out of
three flag prizes and helped his group shoot a 60 in Wednesday morning’s golf outing. Jason Metcalf and
Pam Miller led non-golfers in revenue cycle 101 and roundtable sessions back at the Hilton Scottsdale
Resort.
The general session speakers led attendees through a variety of healthcare topics on everything from the
rising obesity rates over the last thirty years in both Arizona and American to communication gaps between men and women. Along the way we also heard about national healthcare trends from Brandi
Greenberg of The Advisory Board and our incoming national HFMA president Melinda Hancock. AHCCCS
Director Tom Betlach is always a crowd favorite and he came through yet again by delivering the state of
Arizona’s Medicaid program in an informative and understandable manner. Barb Fanning, director of
government relations with AzHHA, helped bridge the gap between state and national perspectives.
The breakout sessions included a roundtable format based on previous conference feedback. Kurt Loveless, Jason Metcalf and Josh Adams led attendees in a sharing of ideas surrounding physician finances,
referral and authorization processing and telemedicine. The singing historian, Marshall Trimble, provided
Thursday’s after-lunch entertainment. From the invention of Levi’s to the story of Kokopelli’s, Marshall
and his guitar told the tales of how Arizona came to be.
The search for clues didn’t end with healthcare. Thursday evening’s entertainment was a murder mystery dinner. Everyone had a chance to help solve the mystery of which of our members killed the Godfather and his daughter Tootsie. A great time was had
by all as we watched our colleagues become thespians
for a night.
With a few mysteries still unsolved, attendance at the
Fall Conference on September 23rd -25th in Tucson will
be crucial to the continued effort of solving the case of
healthcare finance!
Ryan Reiff, CHFP
Vice President and Program Chair
AzHFMA

Top 20 IT Risks for the Healthcare Industry - and How to Mitigate Them
Raj Chaudhary, CRISC, CGEIT, and Robert L. Malarkey, CISSP, CISA

Moving into 2015, the healthcare industry continues to undergo dramatic changes and, in turn,
evolving risks. With the increasing role of technology in all aspects of healthcare, from
administrative practices to patient care, it’s no surprise that industry leaders often rank
IT-related risks at the top of their concerns.
These concerns are not misplaced. An evaluation of risk assessments conducted by CHAN Healthcare, a
subsidiary of Crowe Horwath LLP, during the first six months of 2014 uncovered more than 800 risks
related to IT across 13 health systems in 33 states. Based on two primary factors in determining
healthcare organizations’ risk profiles – strategic and business impact and business environment complexity – the following risk areas have been identified as the top 20, running from the most to least significant. Some of these might not yet be on every organization’s radar, but they probably should be.
1. Health Information Exchanges
As health information exchanges (HIEs) make patient information electronically available across organizations within a region, community, or hospital system, privacy and data security concerns have become
paramount. The risks are compounded by the numerous systems and organizations involved. To give all
of the organizations using an HIE confidence in the data security practices, it’s important to establish a
common security framework to be used consistently across the organizations.
2. Meaningful Use
Meaningful use (MU) poses a major risk for both hospitals and providers because of the substantial
funds tied to satisfying the MU criteria. With Centers for Medicare & Medicaid Services (CMS) audit activity showing no sign of relenting, healthcare organizations are understandably worried about being adequately prepared. To reduce the odds of adverse audit findings, organizations should formally assign accountability for MU attestation to an internal or external team charged with gathering and maintaining
the necessary documents to comply with the attestation requirements. Organizations that take a more
informal approach to attestation can find that vital components, like security risk analyses, fall between
the cracks, leaving the organizations in the unfortunate position of potentially being required to refund
CMS payments.
3. Data Warehousing
Data-based business intelligence is quickly moving to the forefront for most healthcare organizations.
The greater the emphasis on better managing outcomes and overall population health, the more important data (clinical or otherwise) becomes. It’s essential, therefore, that a healthcare organization
maintain a secure data warehouse where the data is both available and accurate. The data interface,
whereby data transfers from a hospital system to the warehouse, must be equally secure and accurate
to minimize any risk.
4. ICD-10 Transition
The transition to International Classification of Diseases (ICD)-10 will have a far-reaching effect across
healthcare organizations, but some organizations have taken the latest extension of the implementation
deadline as a cue to slow-walk or even suspend their preparation. That’s a mistake. Significant preimplementation training and testing are necessary to confirm that claims will be properly coded and
transmitted when the transition occurs on Oct. 1, 2015.
5. Accountable Care Organizations and Clinically Integrated Networks
Accountable care organizations (ACOs) received much greater attention in risk assessments in the first
half of 2014 compared with the prior year. Most organizations now are involved in ACOs or clinically integrated networks (CINs) in some way, and risks continue to multiply as participating organizations are
forced to share data. As with HIEs, data security and privacy are critical, and participants are concerned
about issues such as liability for data breaches (discussed later) and the vulnerability of the organiza(Continued on page 5)
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Conference which just concluded. Please take a moment and read Ryan Reiff’s recap of the conference, and
stroll through the photos taken. Play a little game of “Where’s Waldo”, and see how many times you can spot
yourself, or a friend in our posted photographs.
Also, be sure to read Jeff O’Malley’s President’s Letter. He does an excellent job of highlighting our chapter’s
goals and accomplishments for FY2015. Likewise, Jason Metcalf does an outstanding job explaining membership renewal; new membership; student; and retired membership options in the “Membership Forum”, check it
out.
Lastly, we added two educational articles back into Cactus Clarion – Top 20 IT Risks for the Healthcare Industry, and Rural Healthcare in Transition. I hope you find them informative.
As mentioned in last quarter’s “From the Editor”, we are in the process of expanding our Social Media presence. We began promoting AZHFMA’s chapter Facebook page last September at the Fall Conference. To date,
we have 42 likes – 4 more than last quarter. Please help, view our chapter page – AZ HFMA, like us, and tell
your friends. Then send us a note with suggested content, and improvements. It is a strategic goal for
AZHFMA to continue increasing the value of our Social Media presence in FY2016.
Also last quarter, I mentioned we were looking into ways to communicate less, but with more meaningful content. Specifically, we were looking into weekly update emails rather than several emails a week on dedicated
topics. While I had hoped to have already implemented a weekly email process, we have been delayed, but
we have not given up. Look for the change shortly.
I hope you enjoy this quarter’s Cactus Clarion. This issue will be my last as Editor. Starting next quarter,
Kelly Ryan will be the editor. It has been my pleasure serving you this past year. Thanks, and happy reading!
Alan Newberg
Communication Chair
alan.newberg@crowehorwath.com
P.S. Like us on Facebook
(Continued from page 7)

tions with which they are joining forces in an ACO or CIN. Ideally, consistent security, privacy, and related practices will be hashed out and agreed upon during due diligence and negotiations.
6. Disaster Recovery and Business Continuity
Productivity, revenue, and even patient safety could be severely affected if systems and data are not
available and operational at all times. While business continuity related to disaster recovery is not a new
concern for healthcare organizations, it ranked high because of its strategic and business impact. The
good news is that once an organization performs a business impact analysis of all of its critical systems,
it will have a better road map for how best to prioritize critical systems and respond when disaster
strikes.
7. Biomedical Devices
Unidentified security vulnerabilities in biomedical devices can affect patient safety as well as the privacy
of data on devices and networked systems. To combat the risk of these sophisticated computers being
hacked, they must be kept up to date with security patches issued by vendors and manufacturers. Antivirus software should be current, too.
8. System Implementation
Many healthcare organizations are susceptible to risks related to the implementation of electronic health
record, financial, and other business systems. Organizations frequently have had tight deadlines for implementing systems, but key controls nonetheless must be established. Post-implementation audits also
should be performed to confirm that the relevant system was implemented in accordance with management’s intentions regarding issues such as change management, security, user access, and encryption.
(Continued on page 7)

Welcome New and Transferred Members
Since January 2015
Richard Aichele
Director Business Development
TriMedx

Todd M. McGee
Sr. Vice President/CFO
Navajo Health Foundation/Sage Memorial Hospital

Eugene Alexander (transfer from NM chapter)
Chief Financial Officer
Northwest Medical Center

Travis Moore

Dr. Christina Compton

Adraine D Newell-Bauer
Patient Access Manager
Yavapai Regional Medical Center

Michelle Creveling
VP West
MMY Consulting

Micheline J. O'Brien
Business Office Director
Adreima

Craig Day
Financial Analysis Consult
Banner Health

Janky Patel, CRCR
The Claro Group

Michael DeCarpio
Director of Collections
RevSolve
Jay Dittman
National Dir., Client & Development
RevSolve
Clara A Divis
Manager, Patient Access
Phoenix Children’s Hospital
Pat Esquival
General Counsel & Chief Compliance Officer
RevSolve
Paul Evans
Barnet Dulaney Perkins Eye Center
Bob Gleason
Senior Executive Advisor
Ali Hajaig
Russ Holtman
Sales
Healthcare Collections
Carla Hutchison
Sr. Implementation Consultant
Salucro Healthcare Solutions
Douglas B. Kell, CPA (transfer from So.CA chapter)
Amada Lorona
Supervisor
Yuma Regional Medical Center

Michael Payne
Senior
Ernst & Young
Matthew Rice
Accounting Manager
Yavapai Regional Medical Center
Jill Robertson
Sr Financial Analyst
Northern Arizona Healthcare
Michael Roman (transfer from No. CA chapter)
President
InSight EVM
Susan A Ruchin (transfer from WA-AK chapter)
Sr. Manager
Moss Adams LLP
Ron O. Seyler (transfer from CO chapter)
Account Executive
Professional Credit Services
Todd S Stott
Director of Finance
Banner Health System
Sugey Villalobos
Decision Support
Yuma Regional Medical Center
Cheryl C Ward
Senior Finance Manager
Banner Home Care
Kitleyann West
Denial Manager
Tucson Shared Services
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9. HIPAA Security
With data security frequently in the news, the Health Insurance Portability and
Accountability Act (HIPAA) remains an area of significant risk for healthcare organizations. Maintaining
the security of protected health information is challenging, and readiness for Office of Civil Rights (OCR)
audits is a common concern. Organizations must have comprehensive policies and procedures in place to
comply with HIPAA requirements, including technical, physical, and administrative safeguards. Those policies and procedures should be regularly evaluated and updated as necessary, and they must be enforced.
Supporting documentation demonstrating adherence to policies should be retained.
10. Asset Management and Software Licensing
Many organizations have issues with tracking not only their physical IT assets but their software licenses
as well. Lack of control in these areas can lead to financial losses for the organization. For example, without a centralized asset management system that keeps a complete inventory of IT assets, the assets easily can disappear with disgruntled employees or as a result of inadvertent mistakes by well-meaning employees. To avoid losses related to software licensing, the organization must stay on top of exactly what it
has paid to license and how it actually is using the software. An organization that deploys software among
more employees than are covered by its license risks litigation with the licensor. And an organization that
purchases greater licensing rights than necessary is throwing away money.
11. IT Governance
IT leadership must establish adequate policies and procedures and involve stakeholders from other departments in decision-making. Steering committees should govern IT aspects of major initiatives such as
ICD-10, MU, and major clinical application implementations. Everyone – and every project – across the
organization must adhere to the same IT requirements. If they don’t, problems can arise behind the
scenes that could force the organization into the costly position of scrapping a project and starting over
from the beginning. Also, a lack of enforcement of established requirements could cause repeat general
computer control issues over time due to inconsistencies.
12. Network Security
Network systems might not have the requisite integrity or could be vulnerable to loss or failure due to external or internal attacks or threats. The result could be unauthorized access to or theft of sensitive information or crashes that prevent access to critical systems and applications, with negative consequences to
both patient safety and staff productivity. Organizations must protect their networks with security
measures including redundancy, firewalls, access restrictions, and patches.
13. Data Loss Prevention
Electronic protected health information (ePHI) and similarly sensitive data can be disclosed to unauthorized personnel either by malicious intent or inadvertent mistake. All confidential data stored on workstations, laptops, and other mobile devices must be identified, accounted for, and secured, with triggers
and alerts set for potential disclosures or breaches when data exits via an open end point (for example,
downloaded via USB or external hard drive). This includes confidential data that is in the possession of
contractors.
14. Third-Party Vendor Oversight
The growing prevalence of third-party vendors in healthcare has expanded organizations’ potential liability. Organizations must verify that their vendors comply with the organizations’ policies and procedures as
well as with the applicable legal requirements. Compliance responsibilities should be spelled out in service
agreements, and organizations should monitor vendor performance. When dealing with overseas vendors
to whom data will flow, healthcare organizations at a minimum must see that data is encrypted and background checks are conducted for vendor employees who will have access to the data.
15. Mobile Devices
Security for mobile devices that connect to an organization’s network, system, or data is critical for protection of ePHI. Mobile device management solutions that enforce identity management, device registration, and encryption should be considered, as should a “bring your own device” (BYOD) strategy if em(Continued on page 8)
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ployees will be able to access e-mail and other systems on personal devices. If an organization adopts a
BYOD policy, it must have mechanisms in place to prevent access to critical data and deal with the loss
of personal devices, such as the ability to perform a remote wipe.
16. Project Management
Numerous competing IT priorities must be effectively managed in order to avoid cost overruns and late
project completion. But the project management office (PMO), which typically takes the lead on implementation of large systems, sometimes fails to provide such management. Conversely, the IT department sometimes goes around the PMO and does its own thing. Both groups must treat all projects
equally and consistently.
17. Interfaces
With numerous system implementations going on, there is increased risk that interfaced data flowing
between systems is not accurate and complete. Interface issues can adversely affect patient care and
revenue recognition. Tools must be developed to promptly identify data flow errors and alert personnel
to the issues. The human element is required to monitor logs and the results of transfers and to then
respond to errors on a timely basis.
18. System Access and User Provisioning
Unauthorized access to data or applications is a significant organizational risk, making system access a
highly ranked area of concern. Healthcare organizations often struggle to maintain consistent core controls (for example, passwords, timeouts, and lockouts) around system access, particularly given the
speed with which they are implementing new systems and Web-based portal applications. Provisioning –
or granting the right type of access to the right user – also has come up regularly in healthcare organizations’ risk assessments. As with system implementations, tight deadlines and a lack of oversight and
enforcement can’t be allowed to usurp proper controls.
19. “Shadow IT”
“Shadow IT” refers to applications that are administered outside of the IT department (for example, by a
clinical or operational department or respective individuals). These applications can lack core controls in
the areas of system access, change management, and backup and recovery. It potentially could make
sense for the director of radiology to provide most of the IT support for the department’s system, but
the director must enforce the organization’s corporate IT policies and procedures. To achieve consistency, an organization must keep tabs on which systems are being supported “locally” and monitor their
adherence.
20. PCI DSS
The Payment Card Industry Data Security Standard (PCI DSS) was formulated by the credit card industry’s PCI Security Standards Council and applies to all entities that store, process, or transmit credit
cardholder data (the latest version took effect Jan. 1, 2015). The standard, which outlines technical and
operational system requirements to protect cardholder data, often is overlooked in the healthcare industry. To avoid fines and liability, organizations should inventory credit card data, including all points of
sale, and determine whether the data’s protection satisfies the standard based on the organizations’
merchant level.
The Best Defense Is a Strong Offense
The first step to minimizing the top IT risks facing healthcare organizations is to undergo a risk assessment to validate controls and flag concerns and gaps. These risks are pervasive across the healthcare
industry, but those organizations that take a proactive stance to uncover and mitigate them are less
likely to suffer potentially devastating financial and reputational losses.
Raj Chaudhary is a principal with Crowe Horwath LLP in the Chicago office. He can be reached at
312.899.7008 or raj.chaudhary@crowehorwath.com.
Rob Malarkey is a director with CHAN Healthcare, a subsidiary of Crowe, in the Englewood, Colo., office.
He can be reached at 720.874.1240 or rob.malarkey@crowehorwath.com.

Membership Forum
Jason Metcalf, FHFMA
We are in the final stretch for our Membership Fiscal Year.
AZ HFMA Membership has started out very strong this year. The plan is too finish in like
manner. We need your help.
Our membership goal is 556 this year. The deadline is April 30th. We have 543 members
as of March 31st.
If you know friends or colleagues that may benefit from HFMA, encourage them to join today. Don’t forget to renew your membership for FY 2016 if you are already a member.
Members can renew at the following link: https://www.hfma.org/forms/DuesReinstateForm.cfm. You
will need your member number to renew online. Send me an email or leave me a message if you don’t
know where to get your member number.
Membership Retention Progress
I want to remind our chapter that the membership retention goal is 86% this year. We are at 85.8%
compared to 83.4% at the same time last year. There were 540 members in the chapter at this time
last year and there are 543 as of March 31st. If you haven’t renewed your membership, please remember to do so. If you are not a current member you can check out membership through the end of the
May 31st for $134. Now, is the time to enroll! You can do this on-line at http://www.hfma.org/
applications/.

(Continued on page 10)
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The Student Membership Conversion Program will is still running. The offer is provided to any
student member from the participating chapters that are graduating during this fiscal year (June 1,
2014 to May 31, 2015). The membership price will be $100 thru May 31, 2016 for any student graduate that converts the 1st year; the second year’s renewal will be at $100 as well; the third year’s renewal will be priced at the NEW member discounted rate; and then the 4th year will be priced at the regular member dues rate.
New Membership Program. In January, Individuals NEW to HFMA pay only $368 for membership
through May 31, 2016 – that’s more than 20% savings off regular HFMA membership dues.
Retiring Members. I know I have seen a number of HFMA members retire this last year. HFMA offers
a Retired Status to its advanced members at a reduced membership rate, but there are some requirements. To get more information contact HFMA's member service center at 1 (800) 252-HFMA, ext. 2 or
email them at memberservices@hfma.org. Annual dues for retired status are $35.
Jason Metcalf, FHFMA
Chair Membership Committee
jmetcalf@yrmc.org
928-771-5564

Rural Healthcare in Transition
Walter Olshanski
The American Hospital Association’s (“AHA”) Section for Small or Rural Hospitals includes membership
criteria such as: having 100 or fewer beds, 4,000 or fewer admissions, or being located outside a metropolitan statistical area. In these regions, rural healthcare providers total about 2,000 and serve about 51
million people, as counted by the AHA. Note that there are in total about 5,600 hospitals in the U.S., including rural providers. Under the rural healthcare banner, hospitals are often categorized as (a) critical
access hospitals with 25 beds or less and (b) “tweener” hospitals having more than 25 but 100 or less
beds.
Critical access hospitals benefit from an exemption to the inpatient and outpatient prospective payments
system, and enjoy a cost-plus arrangement under Medicare. The “tweener” category includes hospitals
that are often too small to gain enough scale to operate effectively with current government and commercial reimbursement schemes but too big to be exempt from the inpatient and outpatient prospective
payments system.
Today, however, the looming mandates of healthcare reform have all of rural healthcare being targeted
for cost reductions. No one would likely doubt the need to preserve access to healthcare in less populated areas, some of which support, in a reciprocal fashion, important domestic industries; an example being the American farming industry. Recent reporting by the Kansas-based National Rural Health Association, however, shows that 48 rural hospitals have closed since 2010, and almost 300 are in trouble. The
challenges are plenty, including (i) declining federal reimbursements, where it was assumed that States
would expand Medicaid and more indigent and uninsured coverage would be expanded, but it is well
known that 23 States did not expanded Medicaid, (ii) sequestration caused across-the-board federal cuts
resulting in a 2% reduction in Medicare reimbursement since 2013, (iii) disproportionate share or “DHS”
payments to rural healthcare providers were cut with the assumption that more people would have coverage under the ACA, but instead high deductibles have emerged as a growing trend and often times require upfront payments of the first $2,500 to $5,000 causing a reduction of volumes, (iv) swing-bed reimbursement is expected to move to the same rate paid to skilled nursing facilities and (v) certain critical access hospitals are losing their status as a result of ongoing CMS review of critical access qualifications.
And the challenges do not stop there. Here comes population health and value-based arrangements. Rural healthcare providers are used to managing on a tight budget, so why not join a value-based care arrangement? The benefit is to share in risk-arrangements that could be profitable, but the challenge often
times is that volume, and thus the financial upside, under these arrangements is too low in relation to
the cost and maintenance of such programs in the rural setting. As a result, substantial upside may not
materialize. Additionally, there will be more and more competition for the premium dollar, which, although expected to grow year-over-year, is expected to grow less quickly.
It is a safe bet that rural healthcare coverage will not go away, but how it is governed, managed and delivered is likely headed for substantial change.
Walter Olshanski, is the Managing Director of WOJ Advisory. He can be reached at
walter.olshanski@gmail.com.

